Linux: AnyConnect Client Manual Installation Instructions

AnyConnect Support for Linux

Cisco AnyConnect Secure Mobility Client 4.0 supports the following versions of Linux operating system:

Red Hat 6 (64-bit)

Ubuntu 12.x (64-bit)

**The AnyConnect GUI is not supported on all Linux distributions. When the GUI is supported, it's appearance is the same as the AnyConnect version 2.5

GUL

Linux Requirements

x86 instruction set.

64-bit processor.

32 MB RAM.

20 MB hard disk space.

Superuser privileges are required for installation.

libstdc++ users must have libstdc++.s0.6(GLIBCXX_3.4) or higher, but below version 4.

Java 5 (1.5) or later. The only version that works for web installation is Sun Java. You must install Sun Java and configure your browser to use
that instead of the default package.

zlib - to support SSL deflate compression

xterm - only required if you're doing initial deployment of AnyConnect via Weblaunch from ASA clientless portal.
gtk 2.0.0. .

gdk 2.0.0.

libpango 1.0.

iptables 1.2.7a or later.

tun module supplied with kernel 2.4.21 or 2.6.

AnyConnect Support for Linux

AnyConnect Installation Instructions for Linux

1.

2.

Go to https://ramsvpn.vcu.edu and login using your VCU elD and password, and preferred DUO two factor authentication method.

Click the AnyConnect VPN link to download the installer file.

UL AnyConnect Secure Mobility Client

cisco

r§ WebLaunch Manual Installation

Web-based installation was unsuccessful. If you wish to
install the Cisco AnyConnect Secure Mobility Client, you

Ratform may download an installer package.

" Detection

Install module(s) below in the listed sequence. Platforms
supported: Linux x86_64

- Java Detection AnyConnect VPN

Alternatively, retry the automatic installation.

- Download

Download



http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/release/notes/b_Release_Notes_AnyConnect_4_0.html#ID-1454-0000039b
https://ramsvpn.vcu.edu

3. Save the AnyConnect installer package to your local computer.
% Opening vpnsetup.sh

You have chosen to open:

vpnsetup.sh

which is: shell script (3.8 MB)
From: https://ramsvpn2.vcu.edu

Would you like to save this file?

|_ Cancel | Save File

4. Find the file downloaded named vpnsetup.sh.
Downloads

™ Home Downloads

Places
© Recent
i Home
[ Desktop
D bocuments
« Downloads
dd Music
A Pictures
H videos
i Trash

Devices
[ computer
Network
@ Browse Network
B connect to Server

"wpnsetup.sh” selected (4.0 MB)

5. To run the shell executable file named vpnsetup.sh: Open a terminal window and change directories to the directory where vpnsetup.sh is
saved, and then type:

sudo sh vpnsetup.sh

user name@onput er nare- ubunt u: ~/ Downl oads$sudo sh vpnset up. sh

Installing G sco AnyConnect Secure Mbility Cient...

Extracting installation files to /tnp/vpn.rO4gyB/ vpni nst 603599585. t gz. . .
Unarchiving installation files to /tnp/vpn.rO4gyB...

Starting G sco AnyConnect Secure Mbility dient Agent...

Done!

6. Open AnyConnect. Enter ramsvpn.vcu.edu in the connection bar. Enter your elD and password. Second Password depends on your preferred
2nd factor authentication option (see Authentication Options). Click “Connect”.


http://ramsvpn.vcu.edu/duo
https://wiki.vcu.edu/display/vpncat1/Authentication+Options

e Cisco AnyConneckt Secure Mobility Client

% Connection | @ Statistics | & About

TImIr
CISCO

Connect to: |ramsvpn.vcu.edu/duo v | |
Username: - -
Passwnrd: T ———

-

Second Password:

Conneck [
7. Click “Accept”.
Cisco AnyConnect - Banner

This system is the property of the Virginia
Commonwealth University. Unauthorized
access or improper use of this system and
its associated networks and systems are
strictly prohibited. The University reserves
the right to monitor the use of this system.
By continuing to use this system, you
indicate your acceptance to these terms|

| Ya Disconnect | [ </ Accept H&

ATTENTION:

There are known issues with the Cisco AnyConnect client on various Linux distros. For this reason, we suggest using OpenConnect for
Linux. OpenConnect is free and open source SSL VPN client software initially created to support Cisco's AnyConnect SSL VPN.

http://www.infradead.org/openconnect/index.htmi

Known issues with the Cisco AnyConnect client in Linux


http://www.infradead.org/openconnect/index.html
https://wiki.vcu.edu/display/vpncat1/Known+Issues#KnownIssues-LinuxTaskbarAppHang

	Linux: AnyConnect Client Manual Installation Instructions

